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Abstract: Advances in power electronics, computer and communications have opened new avenues for the monitoring,
control and protection of critical infrastructures. For instance, the advent of low-cost computer-based sensors and
actuators together with wireless communications devices are making possible the development of a new form of control
bases on multiagent technologies. If the latter are endowed the ability to take collective actions geared toward a common
goal, the control actions exhibiting emergent properties may result. Another level of complexity is attained if the
common goal is defined by the agents themselves as a response to an environment evolving in an unexpected way. In
this talk, we will define the concepts of robustness, resilience and sustainability for critical infrastructures and we will
outline a future research agenda that fosters a paradigm shift in interacting electric power and communications systems
using multiagent technologies, microgrids, and power electronic interfaces. Furthermore, in contrast with the definitions
of robustness and resilience given in ecology or in complex systems, which are inclusive to each other in that robustness
includes resilience or voce versa, we argue that for designed systems such as infrastructures, the definitions of these two
concepts should be distinct from each other to become a useful tools during the design/planning process. The robustness
of a system to a given class of perturbations is defined as the ability of this system to maintain its function when it is
subject to a set of perturbations of this class, which may include changes in its structure. By contrast, the resilience of a
system to a class unexpected extreme perturbations is defined as the ability of this system to (i) gracefully degrade its
function by altering its structure in an agile way when it is subject to a set of perturbations of this class and (ii) quickly
recover it once the perturbations ceased. For instance in electric power systems, robustness applies to the normal and
alert states and their transitions whereas resilience applies to the emergency and in extremis states and their transitions.
As for the restorative state and its transitions to the other states they call for the definitions of more advanced properties
such as self-reconfiguration and self-sustainability. These properties are outside the realm of resilience or robustness
since the system needs to self-restore its integrity. Regarding the concept of sustainability, it is defined as the ability of
an infrastructure to restore its intended function following a major breakdown while inflicting during its whole life cycle
a minimum damage to the earth ecosystem in terms of resource usage and waste disposal.
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